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YBULVAYBINU (Terms of Reference: TOR)
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1. szuulasiumsynsaluivedanaieuan

1.1

Lﬂuqﬂnini Firewall ¥1a Next Generation Firewall wuu Appliance floanuuy
wlaglawz Jaudnumsdd

1.1.1

1.1.2

1.1.5

1.1.6

1.1.7

1.1.8

1.1.9

1.1.10

quUnsalfesiiniseanuuy Platform Architecture Wifin1suennisvieunes
whgUszananadmiun1susmsinnis (Control Plane) uagviieUssunana
ei’m%’ums%’mmﬁauva (Data Plane) wenaanaindu
fveudeudaszuuiaiotis (Network Interface) WUy 1G/2.5G/5G/10G Base-
T wsedinidwaubivesndt 8 4eq wawdl Interface 1G/10G wuy SFP/SFP+
Innulidesndt 12 989 waedl Interface 40G/100G Inulidesnit 4 o4
waedl Interface WUV 1Gbps dm3ULENSIAnTS (Out of Band Management)
lidasndn 1 wesn way Interface wyv Micro-USB Console lsitfaansn
1 wosn

quUnsaiaszAeadl Firewall Throughput wia Application Firewall Throughput
laifeend 46.2 Gbps

guUnIniazfosdl Threat Prevention Throughput laifesndn 22.5 Gbps Tunns
VRERUMYFULUU Appmix 138 Enterprise testing condition 3@ Enterprise
traffic mix

2UN30lA095095U Max Sessions Lidtiaandn 3,600,000 sessions uag New
Sessions Witaenii 295,000 sa Jurfi
ﬁiwum’maauuazﬂmﬁ’umiungﬂgmwwhm ogetfen fail Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDos,
Teardrop Attack, Land Attack, IP Fragment, ICMP Fragment {uguls
annsaldiuniuunmnsgiu IPve ¢

gUnsniazdeadl Storage uuy SSD dmiudaiudeyavessruvaunlisnia
480 GB

mu’ﬁmﬁﬂé}dﬂugmwu Transparent Inline, Non-Inline Monitoring (Tap), L2
uaz L3 visailsuninld war aunsavialdwdonsulnglyiseaus Virtual
System %3® Virtual Domain

AU130Y1N15A99UA P Address wag Service Port WUy Network Address
Translation (NAT) wae Port Address Translation (PAT) 1¢t
X
hde
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1L.1.11 aunse Routing WUy Static, Dynamic Routing wag Policy Based Forwarding
38 Policy based Routing 1¢

LL12 awnsaviausiuiussuumsiigadsng ( Authentication Systems ) TauA
Active Directory, LDAP, Radius la

1.1.13 awnsaifuuay aaiwaumamLLavmmaaumﬂmm (Logging/Monitoring) Tu
Uy Syslog lmaUnsmaﬂmimU Syslog wmaaxamaa IP Address wag User
mnsv‘uuau ol lunnstiudusany veq User fiduldaussu Tngsesy
¥a User Log-in waw User Log-out %3s ansaiauegunsaiiianunsayingy
unula

1.1.14 mm'ﬁﬂmurﬂmizmmaalwé'ﬁ'aumwmlﬁ download Wa¥ upload UuuAaY
Application ¢ smmmmmﬂ@anumi'ﬂlwa‘uawama ( Data Filtering ) @an
INTTUUAIDNY 1Y File Type .pdf sy

1.1.15 awnsatesiufeanmuyseian Vulnerability uag Spyware lalasaiuisas
N158Wam Signature Tniuuudalusaly

1116 ansnvinisdanses log ( log fil tering ) wazd log WU HTTP-based API 4
9qUnsnl 3rd Party fing 16 n3eamIIEU0gUNSaliisy Syslog 141y
Process Wadsdn HTTP-based APl aanuly gunsal 3rd Party #i1q 4 1¢f

LL17 annsaengagudeyaves Traffic Log YiAF99 WUN1e WebGUI vesgUnTnl
todle

1118 @wnsninsieaunineg Idegreatasdail nie iduegUnIalin gl
ANUAMNTATBUWI Y38 wnndn

- Top Application, Application Category
- Top Source, User, Destination
- User activity report
5 mmmmswmumumﬂwLmﬁwmumummwmms TugUuuy POF 1¢
L‘Uuamauaa
- AR AATBUR UG Email wuusalusimle
nsmaﬂmm‘lummiﬂm Report wmumamlm a1usaauegunsaily
15911 Report fisasiunisvin Report duduiile

1.1.19 s995UnIsAnfaiiovi High Availability uuu Active-Active #38 Active-
Passive laduseatioy

1120 anunsouinsdanisqunsalinunnsgiu HTTPS 3 SsH 18 Huseation

1.1.21 3 Power Supply WUU Redundant

1.1:20 Qﬂﬂ‘iniﬁﬂ'naua%ﬁadasﬂu Gartner Magic Quadrant Enterprise Network
Firewalls 5¥0U Leader \{uagaiae -
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1.1.23 dessulsziugunsalfunansgaiey 3 J

9

1.1.24 ﬁIﬂiLLﬂiuﬁww%’U%“ﬂLﬁuﬁauaaﬂniniﬂaaﬁ’um%aﬁw Yuednine il

1.1.24.1

1.1.24.2

1.1.24.3

1.1.24.4

1.1:24.5

1.1.24.6

1.1.24.7

1.1.24.8

Wulusunsy mvﬁummmfnavlmLL’JSLWa'L%‘LumiamﬂwauaaUnsm
UasiuszuurSatny (Firewall) mmummmuumsaaﬂammmai
uldrgiaiiou (Virtual Machine) Iﬂﬂmmmmua’;m’mmmmim
(logs or Events) mnm}u’luaﬂnsmwm wuaululasanis
a'1:.11snusm'ﬁwmiqﬂnmmummigm HTTPS, Command Line
Interface wag SSH 1

fiszuun1sfigauinuvesauassuy (Administrator) Ineld
3ud8ya97n Local Database uay RADIUS 1#ifueghation
'szuummmu%mﬁmmaLLaWU%’ULﬂﬁauﬁhmaqmndwnma Lu
uleuresnwiaulasnse (Policies), dauiing (Object) waavin
msaqmumimm‘lﬂsmaﬂﬂsmsﬂmmwwaamnﬂ vuLATaIY
peuiumesgnTeThitauels

ﬁﬁﬂJ’}iﬂL%EIﬂﬁj‘]ﬁ‘;U‘l’f@:‘Jja"Ua\‘l Applications, URL Categories, Threats,
System health uaz Data TugUuuuweansilald

A5 51891u ‘numﬂ‘s‘uLLmswmumum'}maams Tugvuuu
CSV uay POF lailuadretioy wsawamLaa"lﬁes'ltmumuma
Email wuusmlug@le
#unsavImIsinnsuazauauUnsailiostuaietny (Firewall) 7
Tlulassnsifldandrunans
sesiunislinuuaglinmsatuayulidesnin 3

ar = 1 = as ] o é‘
12 gunsalasaedudayassasmanieris faadnvasowvestion doil

121

1.2.2
12,3

1.24
1.2:5

TLUUNTIIUTRYAITISMAATET Y Sensor wie Network Traffic Analysis
38 Event Receiver v3e Event/Flow Collector #3aiisuindmsuiasiey

Logs wsa Network Traffic 99ndgunsalfuma wazlildgunsal Firewall

:Jmammmwauama Hard Disk w18 1 TB (Reuyihnis Format) WIoRNI
SJ?Ja\iL“UEJiJGIElS”UULﬂiEJ“EﬂEI (Network Interface) E]EJ”N‘LI@EJGN‘IJ

1.23.1
1.2.58:2
i Power Supplies wuy Redundant $1uaulaitiosnd 2 whe
fimuauisalunisvireuluaniizund Peak Sustained Throughput ‘¢
laifesnin 2 Gbps

WUy 10/100/1000 Base-T 1usuliivesnii 6 4o
WUU 10G SFP+ fruuliivasndt 2 sag

i =3
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126 #wnsnlinsisiuagtszunana Logs wie Traffic MNIEUVUAYgUNSalg «
1aun Network Switch, Firewall uag Endpoint Protection wuu Traffic Mirror
(SPAN) viauuu APl I

1.2:7 aﬂmmﬁwn133Lﬂﬁvwamalumiamamn Network Traffic #San15¥11
Security Analytic Wavin1snsiadu Malware uay Threat #ing 9 Usenausae
Web Attack, Vulnerability Exploit Detection, Brute-Force Attack, Malware,
APT Detection waz Abnormal Traffic g

1.2.8 mmmmu%w'ui.,mwuama'ﬁﬂa]iwmﬂaummaﬂﬂamauaﬂmu DNS Flow,
HTTP Flow, SMB Flow wag Mail Flow

129  a@wwsnds Security Events kag Abnormal Behavior 1‘anﬂﬂim’zmiw
mwsumsawumﬂnmuaﬁ]a‘savLLa”uwamwaiumscﬂauaum’[uiﬂsam‘s‘u‘lm

1210 annsansaduisnisyngniuled (Web Attack) 1deg19tae fadl sQL
Injection, XSS Attack, Trojan, Website Scan, Webshell, Cross-site Request

L3

Forgery, OS Command Injection, File Inclusion, Path Traversal e
Information Disclosure

1.2.11 a&wu150m9295U Password Protection laadetioy & vau FTP weak password,
Web-access weak password uag Web- -access cleartext

1212 ﬂ’]ﬁJ’l‘iﬂ‘w’li‘Hﬁ]U’Jﬁﬂ’]SUﬂ‘EﬂVI’NLﬂ‘SE]“U’]EI‘U‘i.JQQ (APT) Iiednation #ail
Scanning, Port Scanning, DGA Domain, DDoS, Reverse Connection, IRC
Communication, Bitcoin mining, HFS File transfer wag Web Reputation

1213 @unsons9duisnislaudsugosing ( (Vulnerability) léag19vos §ai
Database, DNS, FTP, Mail, Network Devices, Shellcode, System, Telnet,
Web, Application, Web ActiveX, Backdoor, Spyware, Trojan wag Worm
Vulnerability ¢

12.14 annsoldnumuannsgiu Pvs 1g

1.2.15 awm‘samsa%vm‘sunsnmn Real Time Streaming Protocol (RTSP) 'l¢

1.2.16 mmwﬂswnuaﬂnmLUunmamauaa 3%

gunsnliasIe wﬁwmmwaunaﬂnmuaammua uwamﬂa%ummavauaa
MU 1 YA mwa..Laﬂﬂﬂmanwmumwuamwaﬂ 2o
131 LUuaUnimmmnmwwnaﬂnmuafﬂaia ruazunannasun1snavaues
Iui‘lJLLU‘U Appllance %38 Virtual Appliance Imﬁlmmaua‘imﬂuuu Vlrtual
Appliance ﬁimmmiaﬁﬂaumLﬁ@iLLJJ‘U’?EJLW?J‘l‘HG)@m Virtual Appliance # maua
1.3.2  Appliance %58 Lﬂiﬂﬂﬂ‘aMW’JLﬁﬂiLLm}’lEJLWEJI“UW]GN Virtual Appliance fasil
AAIGNYZIaNZaE o fail
1321 fiwureUszanananans CPU lnefiduaunnuyszanana ( (Core) T
Usendt 16 unundn (16 Cores)
1322  fiwhwanush (Memory) litiosnd 128 GB S
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1.3.5

1.3:6

1.3.7

1.3.8

1.3.9

1.3.10

1.3.11

1.3:12

1.3:13

1.3.14

1.3.15

1.3.16
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1.3.23 ﬁLffa 7 mm‘uwauama Hard Disk wu1m 32 TB (Rausinis Format)
1324 ﬁ‘?iENL‘UBiJﬂEISuUULﬂiE)‘U’]EJ (Network Interface) agnstiaesail
1.3.24.1 uuv 10/100/1000 Base-T s1uaulsitiasnin 6 4o
1.3.2.4.2 uuv 10G SFP+ §1auliivesndn 2 ¢eg
13.25 3 Power Supplies wuy Redundant Hubitesndiy 2 mize
1326 Tunsmaaua’lusmwu Virtual Appliance Aosanunsafindaldany
Virtual Appliance fiaue Uul,ﬂ'saaﬂauwmmail,mmaiﬂ
AWITDUIMIIANITHIL Web Interface vi3a GUI ldusgratiay
wUvARInUuinuagistoya Log Ustinneng 7 1¢ 1 DNS, Traffic, Web
Attack, Vulnerability Exploit, Botnet uaz Admin logs e
afrmaoﬂuwma“ﬂwaua Logs lalnanisinun Combination Key #14 q
adatfoudai Log types, IP Address, Port, Data Source W@y Attack Type
Wetelunsdum
mULLuummauwuﬁ' (Correlation Rules) mmﬂmm31uwwauanaﬂnﬂm
39 Security Event ¢ Iﬂ&J"LumawauammaqaalmLﬂswvwmmauaﬂ
fnudnuvazn1Tinse 'v:mmmam“[mEJ'L‘*umﬂIuIaaﬂzym'lﬂ'smw (Artificial
Intelligence %38 Machine Learning)
mmmmwaauﬁmmuaw Drill down aqlﬂawaua‘lul,ﬂiamas £AU Flow
30 Logs 984 Transaction PAndale
ﬁ’l?ﬂ‘iﬂ’)Lﬂi?”ﬂﬁdaﬂisﬂumﬂﬂﬂﬂﬂﬂ'mlﬂ (Threat Impact Analysis) uvaafiun
VRINMSIANF Ly Entry Point uag Traceback Asset Relation %1
mmiﬂmmsﬂmmiswaa%aamwnim Asset Management laga1u1sansoa
wuaUnsmmumqlﬂTmaaquum (Auto-discovered) wagarunsafinun
IP"Address, Group, Hostname, Owner, OS, Service(Port) Iaillusgaiay
WUUIAMWE503A 51280 (File Threat Analysis) lelaafianusadiasiess
WUU Static Engine uag Al Engine
1 Responses Policy %58 Playbook wiauldun i uszuy (Build:i n) hay
annsnadaiiudy uily Usmﬂaaummmmi (Customize) o
@unsndvunly Responses Policy #3e Playbook viaulsiandeulomie
wnnsaiifunle
drusadivunli Responses Policy #58 Playbook LUERITER L PRIt
Muuavde Task Aifvunle
Lﬂuwamnm%wmﬂiawmamsmmmnunmu‘uumSwﬂwaua%iwww
LA3Re
ANTOUINAOURY Email w3e SMS 'Ig
du3neenseuluzuwuy PDF wss DOC 1¢




8/15

1.3.18 mm‘mmmmunuaﬂnmﬂaaﬂuLﬂsmlﬁzrluiﬂsamsulmmuamium Taeds
ANEq Correlated Block way Access Control ”me!uamauaa
1.3.19 mawuﬂsxnuaﬂnmL‘Uunawamauaa 3y

1.4 Iﬂmnmmw%'ummmmiﬁ"mm1m‘f'uﬁeﬂaaﬂﬁ'ﬂLLamﬂﬂnmmwsammms
ABUEUBY (Extended Detection and Response) ﬂ'msuLﬁiaaﬁaummammw
(Server) sruauliitiosnia 20 nsldiey 4 fnuauiRagaeiioy fei
14.1  Wusrvutestulfadvaviiuy Cloud. based lngamnsausmsdnnislasiy
Web Interface v@333uy Cloud wesliiuznns

1.4.2 mmimm%’um5§ﬂﬁgaLLa~Tﬁawu1é’uus~uuﬂ§ﬂ‘ﬁmsﬁwialﬂﬁu sUUU{URng
Windows Server 2008 R2, SBS 2011, 2012, 2012 R2, 2016, 2019 wax Linux
Ieilusgharion

143 LUuIUiLmsuﬂmﬁ’ulu%’aawmmﬂaaﬁ’uﬁaﬂﬂmumn Viruses, Worms, Trojans,
Spyware wag Malware niuaenstion

1.4.4 ﬁLwﬂIuT,aﬁ‘Lumimmaauiﬁau?aﬁaLL'J%ﬁH’Lmﬁﬂ Deep Learning Al,
Slgnature based Malware detection, Anti- -exploit techniques Wedaad nu
m‘saaﬂaummaiumwmn Malware, File-less attacks wae Zero-day
exploits Ialuatatos

145 aunsasniiunsaunulasmunluguuuy File, Folder, Process, Website,
AMSI, IPS wag Exploits ladusgnatiay

146  @wnsodestufauasvilausuduusd (Ransomware) NNMsIsvalig uas
funsaGENAUING (Rolls Back Files) fignidrsiasndaursnenfinmasein
wsusuw$ (Ransomware) 1§

147 awnsadesiufauasvdausuduuas (Ransomware) 91nnnsidngsiai Master
boot record #

148 mmsnﬂaaﬁ’ums‘laué’w*ﬁ’auaaanmmﬂ%‘amauﬁ’uma% (Data Loss
Prevention - DLP) lngaunsnszydoulylwad ‘UalWaLLa“U"IﬂJﬁﬂal‘Wﬁ (File
Name) Usgwanaeslg (File Type) Lag mammaalulﬂmaﬂms (Content
Rule) T,ﬂalumawa Subscription iy

1.4.9 ummmmsn’lumsm‘uwwaimmmaumauumsamuma’lmammmn'muﬂ
andnasldary 1oy Allow, Read Only uav Block Tsiugunsniuszinm
Removable storage 16

14.10 #nsanugunisidrdaivles (Web Control) flifiauszasdaulnganunse
\don Allow, Warn ua Block 1at

1.4.11 a@nsadsuntas Website category uazasna Website Tag mamurﬂums
T Website vaan3aauitngly >

.4

W
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1.4.12 mmsm‘]aqﬁ"unwﬁwawv’im%ﬁlﬁlﬁé’uamy'1mUum'%"aaﬂamﬁmma%umhﬂlﬁ
(Server Lockdown)

1.4.13 @wn3nvi File Integrity Monitoring ilel¥aenndassng, PCI DSS Taganunsn
Monitor ﬂﬁSLUﬁauLLUaQWﬁd Files, Folders, Registry keys Wag registry values
Ioniuetaiay

L4.14 awnsavinmsudusiounswul$aneufinme iiunag Desktop messaging,
Email alert uaz Event logging Iiifusadnatios

1415 annsasengiadndavesmsloudls Tneuanwmalhiiug process Auila
(Root Cause) nsi3unldarumes Process n1518a Connection Tds 1P sina q
mslaufdoddi (Exploit) vaq Application UuiAZDausiTe

14.16 awnsadastunisuuasunissadn wasdosiunisneunisinmslusunsy
Uostubialaeldsiainle (Tamper Protection)

14.17 s895uni1sdearsiusemning Endpoint Augunsaitiasiunisynyn gy
FirewallIPS fias1/an151411491u904 Endpoint fildvasaseluiniagiy
(Security Heartbeat

1.4.18 awsadanisidoude (Containment/Isolation) 1A3asuaiv1888n91n 58Uy
W3RN UUUTS AN sTe Tneanunsaden Isolate Tawsilaifianiuy
dnla¥a Tnseygaliidoudeldifiesszuuuimsdants wy DNS, DHCP, PING,
Local port, Remote port, wag Remote address ﬁisqﬁlﬁ’m;u

14.19 anwnsavihmsfsdeyaiifesnisanedewidng ieldluntsnsisasuuas
Arsifanslaufiiinduld (forensic snapshot)

14.20 sesfunisrumdeyadrugdeyandnsusisulalusunnn wu Firewall uas
E-mail lailuaeraion

14.21 wanfusiiiauedodidoly Gartner Magic Quadrant ludauvos Magic
Quadrant for Endpoint Protection Platforms [uagsifes

2 s:wu‘%msn'1iﬁﬂﬁiaﬁ'amsLtazﬁ'@ummsﬁﬂuﬁé’ﬂmimn%ﬁqmns:a:‘lna U9 1
U desdinuanunizasll
2.1 Uugunsal SSLVPN wuy Appliance filaanuuuuitaldidy SSLVPN lagiani
laildgunsaiuuu UTM (Unified Threat Management)
211 awnsaldaumdeutudiuavlidesndt 300 Concurrent Connections %39
Concurrent sessions/Users wioududvisnislaeuy
2.1.2 & SSL VPN Throughput TusUuuy Max Tunnel Throughput SSL mode 4
UaBN31 2.5Gbps wio Max Throughput ESP mode liitiaandn 3.5 Gbps
2.1.3 ¥ Interface WUy 1/10GbE $r1uwlitesnin 2 weda wagdl Interface wuv
1GbE Aldlunsusmsiamssanlitosnia 1 Wosn >

e

o
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a10150199UUUY Clientless T.mal;jﬁ’aqﬁmﬁaiﬂaunsmﬁmﬁuﬁm‘%iaa Client
Lng3893u Application uay Protocol i

2.1.4.1 Web-based Application

2.1.4.2 Rernote Desktop Protocol (RDP)

2.1.4.3 SharePoint

2.1.4.4 HTML5 browsers
il Memory (RAM) Taitfesnd 16 GB yas Storage lsitionin 480 GB ssD
unsaliiauadosdl Form Factor WUy Rack Mountable
@1130%11 Split Tunneling ¢
il Software Agent meldndndnmideatuiugunsal
aunsavinsnsieasvansnisleay (Authentication) Tngl% Authentication
Server famplui

2.1.9.1 Local Authentication Server

2.1.9.2 LDAP Server

2.1.9.3 RADIUS Server

2.1.9.4 AD Server
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passwords(OTP) uag Certificate Authentication Ieuaehalay
FRITUM ST USEWING Virtual Desktop Infrastructure (VDI

'i“ll‘UUiWﬂi%ﬂﬂ'ﬁWﬁ'ilUﬂ?ﬁlu U 1 ITUU

221

222
223

Fauay U3FuUs4e Configuration wuﬁw'lmwummmmmulmasnw
Uszdnsnm Taeld Software Open Source VussUUUURNSRsERa Linux,
FreeBSD, NetBSD Tunswaun
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