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VBULIAYBINU (Terms of Reference: TOR)
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1. gunsainsza1en1sineuvRATadABNImasuIdIBLUUNGY U 1 YA
o s 1 ar A‘
finaudnunzanizatntay Al

1.1
1.2
1.3
1.4
1.5
1.6

1.7

1.8
1.9

1.10

1.11

112
113

1.14
1.15
1.16

110

1.18
1.19

1.20
1.21
1.22

Wugunsalwuu Physical Appliance

gunsalfiusz@nSamw Application Throughput Tusesi L7 liitesndn 20 Gbps
gunsnifius@vann Connection per sec (CPS) lsitfosnin 500,000 CPS

gunIaliusEANSW Concurrent Sessions ldaanda 32,000,000 Sessions

gunsaifivszdnSaw SSL Bulk Throughput lsivieendn 9 Gbps

gunsaifivsy@nSain SSL wuu RSA (2K) laidfeandh 15,000 CPS wagiuu ECDSA litfaundn 8,000
CPS

gUnsnisae3u Interface WUy 1 GE (Base-T) hitlosnin 5 Port

gun3aises3u Interface wWuU 10 GE Fiber lsifoendn 4 Port wiau SFP+

qﬂmtﬁmm‘ﬁﬂﬁﬂ Load Balance 1agld Method wuu Round Robin, Weighted Round Robin, Least
Connection, Weighted Least Connections, Fastest Response, Least Request, Source IP Hash,
Stateless SRC DST IP Hash ua¥ Odd Even Hash lailustinaion

gunsalanusayi Health Monitoring fe38 ICMP, TCP, UDP, HTTP, HTTPS, FTP, RTSP, SMTP,
POP3, SNMP, DNS, RADIUS, LDAP wazenunseldf Script iisnfiudreniw TCL, Python, Perl wag
Bash Isifuadnsiiae

gunsaiamnsnyih Global Server Load Balancing Wenszanalvaniuaauillasanunsavi
Geolocation, DNSSEC uaz DNS Application Firewall

E}Uﬂiﬂia’lmiﬂ‘ﬁﬁ HTTP Connection Multiplexing, HTTP RAM Caching wag HTTP Compression
qﬂnmﬁmmamﬁw Connection Persistence Ima@mﬂ Cookie, Destination Address, Source Address
waz SSL Session ID a

gunIalanunInyin Web Application Firewall 1

aunsalanansald Script A Tool Command Language (TCL) Based

qﬂnmﬁmmsnﬁ’l Application Access Management 1n&5835U SAML, WIA, Kerberos, NTLM, TDS
SQL Logon, LDAP, RADIUS, Basic, OCSP stapling waz HTML Form-based lailluatnstioy
qﬂniﬂimm‘mﬁ’l DDoS Protection tUaatumslau@useinn Volumetric attack, Slowloris uag HTTP
floods eiuatinias

gunsalanuInyin CGNAT, NATA6 uag NAT64/DNS64 la

guUnsafanunsavia Routing wuu Static Routes, IS-IS (v4/v6), RIPv2/ng, OSPF v2/v3, BGP4+ laliu
agNUDe

gunsalanunsaldar SNMP, Syslog, Email Alerts, NetFLow v9 v10 uag sFlow o usthation
gunsalanunsnldeu RESTful APl 5895UN1S Integrate ffu Custom Management Console
gunsalenansnvin Multi-tenant lalsitesndn 32 4n Tnsusiavyatuuen L3 virtualization sanainiu
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qﬂﬂﬁnia’mﬁmﬁwu@ Resource isolation v84 Multi-tenant 161

qﬂﬂiiﬁmmimﬁ’l Virtual Chassis System \iedmnns Cluster lun1s Synchronize Configuration wag
Code Version

gunsaisasiunsinauuuL Active/Standby ua Active/Active la

gunsaidl Storage Wuwuu SSD

qﬂn‘scﬁﬁ Redundant Power Supply

gunsallasunssusesnnagiu FCC Class A, UL, CE, CB, VCCI wag CCC Wuagatiay
gunsalfasdiauensauiu Software self-managed w38 SAAS vty Centralized
Management Wag Application Security Analytic &wsugunsal Application Delivery Controller i
G

centralized management @14139 Backup, Restore Configuration ilag Schedule Software
Upgrade gunsaifidnnislé

centralized management @111359%11 Multi Tenancy wag Role-Based Access Control e
centralized management @1u30LaRY Average End-to-end Latency InBuans Response Time
uenludiuwes Client, ADC Wwaz App Server

centralized management annsauansteya Client lagliveaya Geographical Distribution,
Operating System, Device, Browser Type wag Top Clients

centralized management mm‘iauaﬂﬁaga Latency, 3143U Request wag Throughput lneuans
wunA1 Geographical Locations 16t

centralized management mmimmm‘ﬁ'a;&a WAF Violation #uesiiaias Top Sources
Violations 16

centralized management anansauanstaya ADC Service lawil Chart mu¥a312a1904 Connections
Distribution, Throughput, Latency, Error Traffic, HTTP2, TLS/SSL Connections, Caching
Utilization waz Compression Usage

centralized management ansauandtaya Application lagiiteya Response Time, End-to-end
Latency, Top URL, Top Domain Wag Slowest URL

centralized management @1130LEAS Session Log Drilldown Imaﬁ%’auﬂa Response Time
Distribution luwsag Phase v84 Transaction, Client Information, Service Information wag WAF
Violation Detail

centralized management @u13aas Alert leinu Email waz Webhook Tnganunsaasng Rules wuu
User-Defined

centralized management i RESTful APl iievianusauifu Third Party Tools Tannsawdnis
Application Metrics Wag Logs 19
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2. gunsalnszaedyayailise (Wireless Access Point ) d1uau 1 1589 dnudnvadedalull

21
2.2
2.3
24
25
2.6
21
2.8
29
2.10
2.11
2.12

2.13
2.14
2.15
2.16

217

2.18

219

2.20
2.21
2,22
223

2.24
2.25
2.26
2.27
2.28

Javgunsainsgnedyaiadliany d1uau 20 ga weu License nsldau

\ugunsal WiFi6 Access Point flanu1sasesiuumsgmu IEEE 802.11a/b/g/n/ac/ax \Husthaiias
sosfunsldaruuun Dual Radio ¥ 2.4GHz way 5GHz ¢ wieuiy

a111305993U MIMO ldagaties 2x2 MIMO (2.4GHz) uay 4x4 MIMO (5GHz)

#1u1505893U Data Rate 161 4.8 Gbps (5GHz) way 574Mbps (2.4GHz) 3pAnin

A11303095U Channel 7 20MHz, 40MHz, 80 MHz uae 160 MHz ¢

#11303993UMviaugUluY Standalone AP, Controller-based AP wag Cloud 16
saefumsvihauluguiuy SSID w3e BSSID I 16 SSID visafnin

1I Port Gbps Ethernet liasnin 2 Port wag USB 2.0 \Wuethatey

aN11305995U Receive Sensitivity 71 ~97 dBm

@111505943U Transmit Power 28 dBm (5GHz) uay 25 dBm (2.4GHz) wseAnin

J995UNMIATIEDU Lﬁ@ﬂ’]"lmﬂaaﬂﬁﬁl WUy WEP, WPA, WPAZ, WPA2-PSK, WPA3, TKIP, AES, WPA3-SAE
ey 802.11w

anunsasesdugldenlalidesnin 512 sa AP visadind

gunsnisasiunisldanu Bluetooth BLE 5.0 161

ansnsessun1slganu Application recognition #3a Application control 16

guUnsal Access Point 5895U WIDS / WIPS 5895Un"5757988U Rogue Device tiiannudasnsy de
msldnurenasetglians

a111303095UN15 1991 Dynamic ARP Inspection DHCP Snooping uag IP Source Guard (IPSG) 1o
ERNGE]

au1503095U MsUTuidsdaasrasdygrnunisieulaedeludfideliiaietrevhauldagned

Usgansnw

il Smart Antenna array technology Wuu Dual Band aansensraduanmwandeulvimseuagunisld
e

fi5Uuuu Antenna Patterns WUy Horizontal uag Vertical

s0e5UgUnInid sy loT laun Zigbee uaz RFID lilusdnsilon

fJunadmiu Factory default AP 1ol

flvuansaniugn1avinau Ysznaulume n1svinauesgunsel Power, startup, running, alarm Ly
2E19UDE

5995UM 199U Power over Ethernet (PoE) 802.3at lailuatiioy

sossumsnmuadgunsaliiiu Web Based Management telnet wag SSH v2
anunsasessumsvhawdigamall -10°C fa 50°C wiefnn

IaruN135UT89 Wi-Fi Alliance Wi-Fi CERTIFIED 6 iuatinsiioy

IA¥usBIRUNINAINLIATFIN WEEE/ROHS, UL-60950-1, EN 60950-1 waz IEC62368-1 uatatien

as o = ] = wa o é’
3. gunsainszanedyyind Layer 2/3 31U9U 2 1A389 uansyndinauURAel

31
3.2
33

Tassadadudnune Switch flanusafndalu Rack masgiuwum 19 i 16
1l Switch Capacity %38 Switching Capacity unliidesnin 104 Gbps
fusgdniamlunisdeiudoya Forwarding throughput litfiesnit 78 Mpps ¥
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3.4 fiwasn 10/100/1000Base-T S1urulsivioundn 48 wase uaxil wodn uplink wuu SFP+ srunlities
N1 4 Wosn

3.5 ANesAWUU SFP wuu 1000 Base LX SFP uay 1000 Base T SFP ag19ay 1 wasn uetratiay

3.6 annseatuayudIuIu MAC Addresses laitfoandn 32,000 Addresses

3.7  9945UN1IVIN9uYe9 IEEE 802.1ab LLDP, IEEE802.1D, IEEEB0Z2. 1w, IEEEB02.1s, IEEE802.1p, IEEE
802. 1x, IEEE 802.3ab, IEEE 802.3ad, RFN (Remote fault notification) #3® IEEE802.1ag %5
IEEE802.1ah 38 IEEE802.3ah wae IEEE802.1Q

3.8 5995UN$Y197UYB4 VLAN Base Spanning Tree Protocol

3.9 aﬁuaqumiﬁw’mmm Mirroring WUy Port mirroring, Flow mirroring Wag Remote mirroring Loy
ag19loy

3.10 @W1503895UN13Y9UBY ARP anti-spoofing waz Dynamic ARP Inspection 16

3.11 @unsnvi IPvd Routing kagaiuayun1svingIu 484 IPv6 Routing Protocol 191 wazsassunisvinnu
U843 Routing Protocol U OSPF V2, OSPF V3, VRRP lalluegatioy

3,12 §in159AN15 QoS WUU Weighted Round Robin (WRR) %3® Strict Priority (SP)

3.13 $993UN9YIN9U Multicast routing lan IGMP v1,v2,v3, PIM-SM, PIM-DM, MSDP, RPF wag MSDP

3.14 @w13nUIN1S DHCP Server uag DHCP Relay 14

3.15 flenuanansaniesiueriaenstresssuuaietsldet ol
3.15.1 15 Authentication wUU Portal, MAC wag Hybrid
3.15.2 Yasiunislau@ 31n Denial of Service (DoS) Attack
3.15.3 il Access Control List (ACL) w3y aupumsviheuueazatels
3.15.4 Dynamic ARP Inspection (DAI), ARP anti-spoofing, W& Egress ARP Inspection (EAI)

3.16 atfuayun15vinanu BPDU, Load balancing , Broadcast, Multicast, Unknown Unicast k& Loop
Protection lallusgetian

3.17 fwafmuuu Console Management tilarimundinsyinuvasgunanl wazdmiuamadeuszuuld

3.18 awnsanluuimsuazdanisgunsaiaig CLI, Telnet uaz SSHv2 1

3.19 HIUMTSUTEIMININNSTIANLUaBnY IEC, FCC, UL, WEEE waz RoHS Wusttey

3.20 aduayun13¥in91u Open Programmability System (OPS) Feanunseldanuiu Python Language &

321 awnsaldanuswiuiugunsaliniotnendn (Core Switch) IMmustnsiuaziiussansnm wedese
NISUTMITIANTS

aUnsaliA3atnevdn (Core Switch) dadumsvunanans $1udu 1 1a3es fnmdnunzdaluil

4.1 Wugunsaluuy Modular Chassis ¥ Stackable fiannsavhanilsl lusedu Layer 2 ua 3 6

4.2 3 Switching bandwidth vualsitieenin 2.16 Tbps

4.3 i Power Supply WUU Redundant Wag iSurge protection @w1snseeiu Inlitssnit 6KV

4.4 3§ Ethernet Ports 11uL57 10 Gigabit Ethernet wuu SFP+ liitleendn 48 ports, wazdinasauuy 40G
QSFP+ drunuliitiesnin 6 wasn

45 3 Module wuu SFP+ WUy 10G -LR d1uaulitiesndt 8 wedn uaz SFP wuu 1000 Base LX dnuulal
o8N 8 wodH

0.6 @nnsaatuayuIIIg MAC Addresses litfaendn 384K Mac Addresses S

DA dorigphon

78
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411
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413

a.14
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4.16

4.17
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4.19
4.20
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4.22

4.23
4.24
425
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a.27
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atuayun13vin VLAN lelidaanin 4000 VLAN uae 5895UN19911941U9849 VLAN Assignment, VLAN
Mapping lailustnatios

1n159AN15 QoS WUy Weighted Round Robin (WRR) uay WLAN QoS

seafuUn1sAnda Layer 3 Routing 8g13tiae Static routes, RIP v1/v2, RIPng, OSPFV3, IS-IS, IS-1Sv6,
BGP, BGP4+ waz Policy-based routing

$9495UN15%1197U VLAN Base Spanning Tree Protocol, PVST, PVST+ ,RPVST, wag VLAN Central
Management Protocol

fiaidusnwnnuvasads ldud

4.11.1 DoS attack defense, ARP attack defense, oz ICMP attack defense

4.11.2 Port isolation, port security uge sticky MAC

4.11.3 CPU Protection

5@&§U3J’]Mi§’m IEEEB02.1d, IEEEB02.1p, IEEE802.2, IEEE 802.1w, IEEE 802.1s,IEEE 802.3ad,
IEEE802.1X, Wa¥ IEEE802.1ag la

5995UN5¥IU Multicast Routing oA IGMP v1,v2,v3, PIM-SM, PIM-DM, MSDP wag Load
balancing

5995UEMINMIAUNIsUBIAUNSLAR Loop awmqﬂnifﬂﬁiﬁiaa%’u Spanning Tree Protocol 3ideuse
19 (Loop protection)

amnsavi Authentication éeghatioesail

4.15.1 Portal authentication

4.15.2 MAC Authentication

4.15.3 Hybrid Authentication

#I Access Control List (ACL) dwSumiuaunisinnuuiniatiele Packet filtering at Layer 2 to Layer
4 Toedl rules lhidesnin 6K

@150911 Rate-limit w84 traffic WUy Unicast, Multicast wag Broadcast o

sos5uNsIfiansBuUY Authentication By Radius, TACACS

anusauimsgunsallag Console Terminal, Command line (CLI), Telnet, SSH v 2.0, SVF uag OPS
il Syslog Wielanunsansvaeumsidfisgunsal uavanusads Log Tds Log Server 1
atuayun13¥in91u Open Programmability System (OPS) Feanunsaldaudu Python Language 161
aunsauimsgunsal Wireless Access Point fildtinauade 114 sgnationdl

4.22.1 AP management lapa1mnsnain Profile uazAmunAINILYDY AP 19

4.22.2  WLAN service management

4.22.3 WLAN Security

4.22.4  WLAN user management

4.22.5 Spectrum analysis

4226 995UMIV8E AP lalaitiasndn 1000AP

gunsalanusodwrudayadmiunis Monitor lagld Sflow vi3e Nestream 1ol
anunsavinuiuszuuliluysswelvewuu 220 VAC, 50Hz Ta

dwums%’usmmmmmgm FCC, EN, VCCI a¥ EN61000-4-5/IEC-1000-4-5

aunsnfnmily Rack anAsgLewm 19 i 1
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5.2
53
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57

58

59

5.10
511
512
5.13

5.14

515
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5.18
519

8/10

ar

Tssaradudnuae Switch flanansafinfilu Rack 1wsgiuwua 19 i 1§

§1 Switch Capacity %30 Switching Capacity vunkitiesnii 56 Gbps
fiusgansnmlunisdsihudoya Forwarding throughput litfeendn 42 Mpps

fiwedm 10/100/1000Base-T sruruliitiosndn 24 wesn uazdl wosn uplink wuu SFP+ S1uaulites
171 4 WasH

il Module SFP Wuu 1000 Base LX SFP uag 1000 Base T SFP atheady 1 wosn {Wuatatiey
anunsnaduayuguau MAC Addresses laitiasndi 32,000 Addresses

$945UN15YIN9UYRY  IEEE 802.1ab LLDP, IEEE802.1D, IEEE802.1w, IEEE802.1s, IEEE802.1p, IEEE
802.1x, IEEE 802.3ab, IEEE 802.3ad, RFN (Remote fault notification) %50 IEEEB02.1ag o)
IEEE802.1ah i3® IEEE802.3ah ey IEEE802.1Q

auayuN 3914 Mirroring Wuu Port mirroring, Flow mirroring Waig Remote mirroring it
Wuedretloy

@309 IPv4 Routing wazatfuayunisvieu wes IPvé Routing Protocol et

n1599n15 QoS WU Priority Queuing (PQ), Weighed Deficit Round Robin (WDRR) wag PQ+WDRR
5995UN19911971 Multicast Routing lauA IGMP v1,v2,v3,PIM-SM, PIM-DM, RPF wag MSDP
an30luinns DHCP Server uay DHCP Relay 16
fauansavnaiuanuUaenfovessuuesetng liegataedal

5.13.1 115 Authentication wuu Portal, MAC wag Hybrid

5.13.2 tastunislauf 970 Denial of Service (DoS) Attack

5.13.3 il Access Control List (ACL) dwiiu aauaumsvitnuuuazedele

5.13.4 MAC Port Security, Dynamic ARP Inspection (DAI), ARP anti-spoofing, wa¥ Egress ARP
Inspection (EAI)

afuayunsyianu VLAN Base Spanning Tree Protocol, BPDU, Load balancing , Broadcast,
Multicast, Unknown Unicast Wag Loop Protection laldusgnatios

fimosmuuu Console Management fierivuasnisyiauvesgunasl uazdmiunsiaaeuszuuld
anunsadhluuimsuazdanisgunseline CLI, Telnet, SVF uaz SSHv2 1]
fuMIYUTBIMLINATHIUATIABAAY IEC, FCC, UL, WEEE uag RoHS Wuatratiey
AtuayuN15¥191U Open Programmability System (OPS) Feanunsaldauiiu Python Language 16t
Dudveiienfufugunsainsyanedeygna L2/3 Switch WededanisuImsdanis

o
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10.

fiauasmazdosUsznaugsiaieriussuuieiotisneufiames wazilszaunsainisindegunsal

LﬂiamamaLLaJLﬁmaamauaa 1Iﬂiqmiuaﬂﬂummw 1,500,000 v Taglivinenansuuuinluiudu

YBINY

favesimdesiavinenaisilisuiisuneaziendeiaueivierimunsieaziden (Specification) vad

wninerds 1usedennde (Statement of compliance) lagldiuTeutiisuwuunisie lunis

Wigufisusensiinan mniinsdifigesdinisireddenmmdoienanslududu Adminausingiaue

nanazdesszyliiluluegredaay awnsansiaeulaieliluenas Wisuisuiied Aafidoans

mqaqm’lwmammmawLau‘LmﬁaiumaaWiauwﬂummamnu"l,q Wieldanunsalunsasaeuiu

nansiisuiisulddienasnsaiunie “wmwLﬁuaiﬁmlmmmumsmmauﬂmunﬁnmiwmsmwams

Uszmasaveanudnslumslhifivsandeausvesiiauenan”

ﬁLaua‘ﬂmmcé’faaﬁ'lmmL%h'l,ﬂlul,aﬂmwnaﬁ'u’[ﬁ'u‘fJuﬁL%"ﬂ%Iﬂa%’mﬁmaﬂaj’hnifﬁlm5] HLAUDIIAN9E

anﬁumﬂwamq Imamﬂammwamnmwa“Laalumﬂmwuﬂaﬂwuammmnanmaaaaﬂajﬂgummu

Fomuniy ma’lﬁmamiawammmﬂmNﬂlummwmwawamm‘l,uluLwammgauauuhﬂ,m

@LauaﬂmmaamnmauamumLuumimmm’Lumﬁmﬁmqﬁmmmlwﬂuumwmaauﬂu Jubuwes

LONAIAIY

Tunsgiffiausdusesinudemiulaluenaisuszninsa wisenasiausna vie lenasdula

oy Fefianusdudeditedesndulunsusymanan wWelinisuszninsandull smeanuiEeuies

wavusTaTngUszasd winetds anudvsfiesduifinnuuariledetetauds Feliedusuiinuin

uagiaiian

gunsalnsznednyauliany Fosmnusaldnuiufuszuumunuaiotislimeveafnfiuminedo

Tgaule lideendn 20 ya

fHansildsuuszniafletng (Certified Professional) @m3usyuuiA3otne BCNP uae BCLP wagHCIP

gty 1 AY

Jreuesaspsinmsimunadgunsallulysunsunsiadeusyuuipseie otationdsil

8.1. gunsal Core Switch Tnglvansaguinnanisléou va port Afinsldnu

8.2. gunsal Access Switch Tagliannsaguinnanisléauuy Port Uplink fideudaiugunssl
Core Switch

8.3. QLauai'}mﬁaamnaauwuuLﬂ%aﬂﬂ'\aLLazLsﬁaaLLaJ"tiw"iﬁmmmi*ﬁ'mulﬁmm:auLLaxﬁ
Uszavdnw anansaldausiuivgunsnivesiiisan

8.4. @%19 Dashboard waz Network Map Tvaitaslétinums Web Browser wagaunsnuannala

8.5. M52940UNITNIUVBILATEILTY w%a‘qﬂnifﬁﬁ'u 9 H1UYBIN19 19U Simple Network
Management Protocol (SNMP)

8.6. Q’Lauaswmr}x’aaﬁL%’Wﬁ'lﬁﬁﬁm'mﬁmcgmaﬁmsswm%mhaﬁwﬂwmu‘lﬁagj Tnafivssmalieing
meFuszuuaIatnelusediv Brocade (BCNP) w3a Huawei (HCIP) 30 CCNP la

mauaﬁmmaammiwwuwnmamnaami‘lmﬂmLwawama (Non-Disclosure Agreement) iU d@11inine

U‘inﬁLLa"mﬂTuIaﬂaﬁaumﬂlmumammLgavlwﬂa'mLaﬂmsawmﬂumwuwaaﬂammmEJ
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