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4. ananwurIeazidsavesaunsnidasiuuazasiadunisunin (Intrusion Prevention System)
Wuufl 2 $1uau 1 1Ades
1. 1ugunsal (Hardware Appliance) fieenuuusnlsianunsavimifidesfunisyngnnig
LA50%18 (Intrusion Prevention System)
2. gunsaifiauedasanunsofindsly Rack wasgiu 19" vumargslsiiu 10 16
3. @nsaldnulu Next Generation Firewall ldegnsfiuszaninminglidesdigunsaivie
szuumouen naiundndusifiinunismeseuniegnussyeylu Magic Quadrant ves Gartner fu
gunsnl Network Firewall U A.a. 2022 w3aluiinin ludiuves Leaders w3a Visionaries %38
Challengers \Jusgnatioy
4. Judndomilssumsiusenennaauain Cyber Ratings 5¢uU “AAA” #30“Recommended”
wnulalitssnii 2 Vdemeiiu
5. fesdansaltaudu Web Application Firewall (WAF) 161 laeg198499n OWASP Top 10 web
application security risks \Wuagntiaslaglifaigunsaimsesyuuneuen
6. HAAIUAINITONTIVABUNNSIUANDTA, ‘u'mT.m'LLazmmuiﬁmhuﬁhi%’mqu’l.unﬁflaaﬁ'u
wsuduuag helifpuassuvatadeueiumnaaendoiietesiuusuduuas
7. fauaiunsaluni1snsiaasutedlniusy Web Application wag Vulnerability ’Lug‘ULLU‘u
Real-time g
8. gunsniliauedissaunsaidennisianlsegietoslu 5 Tuus léun Passive uas/ude
In-Line Waz/%38 Routed (Layer 3) wag/use Transparent/Bridge (Layer 2) way/#39 Virtual Wire
Wa/%3® Bypass Way/w3e Hybrid
9. @W1TANINTAVUR IP Address Wag Service Port WuU Network Address Translate (NAT)
waw Port Address Translate (PAT) ldiJuegnation
10. aunsanTaduiinsuninuardlestuindotsldvannuanyagatiosdsd
10.1  Signature Matching %#3® Signature Based
10.2  Anomalies #1949 1A Protocol 58 Packet %38 Statistical %39 Application
%30 HTTP Anomalies l¢i
10.3  SQL Injection, Cross-site Scripting (XSS), Web Shells, Buffer Overflow Waz
Brute-force 1ol
10.4  Worm, Virus, Backdoor Program waz Spyware 161
10.5 Packet Analysis %130 APT (Advance Persistent Threat) %38 Threat A28
wialuladl Cloud Sandbox Threat Analysis laaldns133u Botnet, Remote

Access Trojan way Malware 141
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10.6  IP wa¥ Port Scanning, Syn Flood, UDP Flood, DOS, DDOS, Teardrop Attack,
Land Attack uaz IP Fragment a1
10.7  IP Address Spoofing %38 ARP Spoofing 16
10.8  Vulnerability Protection Waz Content Security 1@
11. grnsavhanulaegiatios 3 Segment lu IPS Mode waranunsayinauluy Virtual Domain
logegmlaitiosnidn 10 Virtual Domains
12. @3n5a1d8nn15in Routing WUU Static Waz Dynamic L6
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14. fifoadeudeszuuiaiotis (Network Interface) fail
14.1  wuu 10 Gigabit Ethernet fisvesdmiuiinds Module Transceiver wuu SFP+
wisfnIndnulitsenii 6 1o
142 wUU 10/100/1000 Base-T il Interface msideusiauuu RJ-45 sruulilties
N1 16 104
143§ Slot w3p Interface I/0 s1urnlaitfosnin 2 vos dwiuldniniieifiunasn
dmiudeudesruuaioteluounanld
15. §iA1 Firewall Throughput hidssnin 30 Gbps
16. fiArAusalun1snsadu IPS Throughput wuu 64k HTTP liitlesnin 7 Gbps waziuu
Enterprise Mix laitiagn31 5 Gbps
17. frenugalun1snsnadu Threat Prevention (aflafdunisyineu Firewall, Application
Control, Bandwidth Management, IPS W&z Antivirus Tvinaunsauniy) Throughput wuu 64k HTTP
laitiounin 3.5 Gbps uazluy Enterprise Mix litiasnin 3 Gbps
18. fAaruialunisnsradusiu Web Application Firewall (ilaiUaflsidun1svinau
Firewall, Application Control, Bandwidth Management, IPS waz WAF T¥ivinaunsauiiu) Throughput
wuu 64k HTTP laitfeunin 3 Gbps uazwuu Enterprise Mix Liitlosnin 1.5 Gbps
19. g1315085U Concurrent Connection laitioanin 4,000,000 Connections LagABI@EN1asy
New Connections k@831 180,000 per Second
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211 a'lu’i‘sml.amﬂm;}a Attack Stage, Attack Trend, Attack IP, Threat Level wag
Deception Service Hudu
21.2  @1san1vun Deception Service i FTP, Web Logic, Jenkins, PostgreSQL,
MS SQL, SSH, Telnet waz RDP 1Jusiu
22. @11150M5729@8U Malware Uu Protocol lawa HTTP, HTTPS, FTP, SMB, SMTP, POP3 way
IMAP s Tusensiioy
23. 5835UN15¥19U SSL Decryption uu TLS 1.3 #3890
24, fiftadgulvisagunsalvimiidiii Security Operation Center w3 SOC fiansivdeuuay
LAnfBANATNRBIYULIIY (Business System) Warla3nigning (Client) 2ufesefiuainuguLss
(Severity), Ussiansizanany (Threat Type) wazdumeunslaud (Attack Stage) lWidusghatley
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